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Marketplace Ads for Goods



Marketplace Ads for Services





Phases of the Spam Value Chain

If we were to “snip” a link in this chain, which one would be
the most disruptive for our least expenditure?
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Looked at three categories:
  Pharma, Replica, Software

Covered all the major affiliate
programs













If we were to “snip” a link in this chain, which one would be
the most disruptive for our least expenditure?



3 banks host
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Russian Parliamentary Election
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Russian Parliamentary Election

• December	  5th-‐	  December	  6th,	  2011

• Twi4er	  used	  to	  discuss:
– Purported	  fraud,	  protests

• ConversaAons	  outside	  immediate	  social	  graph

#триумфальная
(#triumphal)



Attack

• Hashtags	  used	  by	  protesters	  swarmed	  by	  bots
– Thousands	  of	  spam	  accounts
– Spammed	  half	  a	  million	  tweets

• Censorship:	  search	  for	  hashtag	  only	  displays
a4ack	  tweets

• Astroturfing:	  hijack	  the	  senAment	  of	  the
discussion



Hashtags Attacked
Hashtag Transla=on Accounts

чп Catastrophe 23,301

6дек December	  6th 18,174

5дек December	  5th 15,943

выборы ElecAon 15,082

митинг Rally 13,479

триумфальная Triumphal 10,816

победазанами Victory	  will	  be	  ours 10,380

5dec December	  5th 8,743

навальный Alexey	  Navalny 8,256

ridus Ridus 6,116



Suspended Accounts



Dataset

• Internal	  (private)	  Twi4er	  data:
– Tweet	  history

– Account	  profiles

– Login	  history

– Search	  result	  ranking

Sta=s=c Suspended	  (Spam) Legi=mate	  (Nonspam)

Accounts 25,860 20,986



Tweet Volume

Only	  tweets	  that	  contained
aSacked	  hashtags

All	  tweets	  (December	  5-‐6,	  2011)	  sent
from	  accounts	  that	  discussed	  the

elec=on	  at	  least	  once
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Suspended Account Properties

• 99.5%	  are	  registered	  with	  mail.ru	  emails
– 95%	  verified;	  under	  a4acker	  control

• Unique	  IP	  address	  per	  registered	  account
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Suspended Account Properties

• 99.5%	  are	  registered	  with	  mail.ru	  emails
– 95%	  verified;	  under	  a4acker	  control

• Unique	  IP	  address	  per	  registered	  account

• Median	  122	  followers,	  following
– 80%	  of	  relaAonships	  to	  other	  bots

• Registered	  1	  day	  to	  7	  months	  in	  advance



Account Creation

• Over	  975,000	  accounts	  match	  classifier
– Majority	  not	  suspended

– 80%	  have	  0	  friends,	  0	  followers,	  0	  tweets

– Only	  4%	  are	  false	  posiAves



Account Creation

• Over	  975,000	  accounts	  match	  classifier
– Majority	  not	  suspended

– 80%	  have	  0	  friends,	  0	  followers,	  0	  tweets

– Only	  4%	  are	  false	  posiAves

• Only	  3%	  of	  these	  accounts	  used	  in	  aSack

• Spam-‐as-‐a-‐service	  program



Geolocation of Logins

Nonspam	  Logins Spam	  Logins

56% 1%
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Compromised Hosts

• Over	  11,000	  unique	  IPs	  on	  day	  of	  a4ack

• Overlapping	  role	  with	  email	  spam,	  malware
– 39%	  listed	  in	  blacklists

• A4ackers	  inAmately	  Aed	  to	  underground
economy



Where	  We’re	  Going
For	  The	  Next	  Five	  Years

• Social	  perspecAves:
– Rise	  of	  social	  media	  as	  new	  fronAer	  for	  a4acks,
manipulaAon

– Reliance	  by	  modern	  a4ackers	  on	  (informal)	  social
networks

• Vulnerability	  to	  monitoring	  &	  disrup<on?

• Economic	  perspecAves:
– Evidence-‐based	  assessment	  of	  efficacy	  of	  defensive
intervenAons

– Vulnerabili<es	  in	  the	  value-‐chain	  that	  underlies
much	  of	  modern	  cyber	  “threatscape”
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